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Payment Systems

ÅEarly modern period: merchant bankers carried 

risks of financing trade

Å19th century: industrialised by letters of credit, 

insurance certificates, bills of lading, inspection 

certificates, the telegraph

ÅPeople could do business with remote merchants

ÅLate 20th century: the Internet and credit cards 

ÅWould the banks earn lots as the trust provider?



A Natural Experiment

ÅStronger US consumer protection 

ïJudd v Citibank 1980

ïReg E

ÅWeaker UK consumer protection

ïMcConville et al v Barclays et al 1993

ïBanking code, Financial Ombudsman Service

ÅOther countries spread out: F, De, E, ZA é

ÅPayment Services Directive trying to harmonise

ÅSome system issues becoming clear



EMV (óChip and PINô)

ÅNow deployed in Europe 

and elsewhere

ÅóLiability shiftô ï

disputes charged to 

cardholder if pin used, 

else to merchant

ÅChanged many things, 

not always in the ways 

banks expected!



Fraud in the UK since EMV



Tamper-proofing of the PED

ÅIn EMV, PIN sent from PIN 
Entry Device (PED) to card

ÅCard data flow the other way

ÅPED supposed to be tamper 
resistant according to VISA, 
APACS (UK banks), PCI

ÅEvaluations follow Common 
Criteria

ÅShould cost $25,000 per PED 
to defeat



Exposed on TV (Feb 26 2008)



Security economics

ÅAcquirers and issuers 
have different incentives

ÅPEDs óevaluated under 
the Common Criteriaô 
were trivial to tap

ÅBanks said in Feb 08 it 
wasnôt a problemé

ÅBy July 2008 we saw 
tampered PEDs coming 
from the factory!



The óNo PINô attack

ÅThis attack lets crooks 
use a stolen card 
without knowing the pin

ÅWe insert a device 
between card & 
terminal

ÅCard thinks: signature; 
terminal thinks: pin

ÅWorks even for online 
transactions (and DDA)



Exposed on TV

Newsnight, BBC2, Feb 11 2010



A normal EMV transaction


