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Internet Economy

Online Advertising:

. The main Internet business model
- Revenue in 2009 in the US i$22.4 billion

- Sponsors free services and applications

What happens if one meddles with it?
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Role of ISPs

Traditional role:
- Provide Internet access to end users
- Forward the communication in compliance with
Network Neutrality Policy
New requirements
- Data retention legislations
- Increase costs and require investing into new technologies

How will ISPs obtain a return on investment?



RecentlyReportedCases.

. Growing number of ISPs injecting own content
Into web pages [1][2]

- Third party ad companiespartnering with ISPs
. e.g.,Adzilla, Phorm, NebuAd

[1] C. Reis et alDetecting In -flight Page Changes with Web Tripwires , NSDI 2008.

[2] B. April, F. Hacquebord and R. Link, A Cybercrime Hub , August 2009.
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http://www.techdirt.com/articles/20080417/041032874.shtml

ISPs Iin Online Advertising Busine:

Non-cooperative ISP z diverts part of online ad
revenue by performing attacks on online advertising

- E.qg., Injecting ads into the content of web pages ofthe-fly

Cooperative ISP z collects and provides information
AAT OO OOAOOG6 1ITI1IETA AAEAOI
ad targeting
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Problem Statement

Study the effect of strategic ISPs on the Web

- Model the behavior of ISPs and
economic incentives in online advertising systems

- Analyze mutually dependent actions of
ISPs and Ad Servers (AS)



Related Work

Online advertising fraud
. The best strategy for ad networks is to fight click fraud [1]

Incentives to increase the security of the Web
. 50A006 AEI EAAd )1 OAOOI A1 O E
mechanisms [2]

Our model introduces a new strategic playerz the ISP

[1] B.Mungamuru, S. Weis, H. GarciaMolina, Should Ad Networks Bother
Fighting Click Fraud? (Yes, they should.) , Stanford Technical Report, July 2008.

[2] J.Grossklags N. Christin, J. ChuangSecure or insure?: a game -theoretic
analysis of information security games , WWW 2008.
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Nominal Mode
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Cooperative Mode

. ISP: Cooperate (C)zOEAOAO OEA AT 11 AAC(
help AS improve ad targeting
- AS. Cooperate (C)z shares a part of its revenue with the ISP
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Non-Cooperative Mode

- ISP: Divert (D) z diverts a fraction of the ad revenue

from the AS

. AS: Abstain (A)ZOAOOAO T 11 EITA AAO O
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Non-Cooperative Mode

- ISP: Divert (D) z diverts a fraction of the ad revenue
from the AS

. AS. Secure (Sk secures the website
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Gametheoretic Model

Behavior of ISPs:
. Abstain (A) zZ&l Ox AOAO OOAOOG6 Al
. Cooperate (C) zOEAOAO OEA Al 11 AAOA
help improve ad targeting
- Divert (D) zdiverts a fraction of ad revenue from the AS

Behavior of Ad Servers (AS):
. Abstain(A) zOAOOAO ||l ET A AAO OD
. Cooperate (C) z shares a part of its revenue with the ISP
. Secure (S) z secures a website to prevent loss of ad revenue
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The Game

Dynamic, finite multi -stage game G={P,S,,U}

Set of playersP={ISP, AS}

Multi -stage game Single stage gamelayed for n stages
Total payoffs overn stages=njpayoffs at each stage)
Complete and perfect information

Game is modeled for a single website

ldentify SubgamePerfect Nash Equilibrium (SPNE)
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Single Stage Game

If a website isnot secured
Payoffs = U,;gpUxg

AS
(mb-g,(1-m)a) {-:,'-f_'_;_;} (0,a) I'LU'.-{'J_,} (0a)  (cp,e) (0,a-C)
Non-coop Non-coop Nominal Non-coop Nominal Non-coop
Mode Mode  Mode Mode  Mode Mode
azAO O Ol OAI DPAUI ££& ET OEA 111 ET £

c,C,ZISPBO MShb@ Ol OAI DPAUI A& EI OEA
m z Fraction of clicks ISPdiverts

1 7z Cost of diverting clicks

bzISFBO PAO AOAAOEI 1T OAOAT OA xEAI
C..Z One-time cost of securing a website 16
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If a website iIssecured
Payoffs = U gpUxg

ISP

_C
—_AS
(0,a) (0,a) ﬂti}
Nominal Nominal
Mode Mode
azAd O OI OAI PAUI A& E1 OEA 111 ET £

c,C,ZISPBO MShb@ Ol OAI DPAUI A& EI OEA
m z Fraction of clicks ISPdiverts

bzISFBO PAO AOAAOEI 1T OAOAT OA xEAI
1 7z Cost of diverting clicks

C..Z One-time cost of securing a website 17
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Solving the Game

- Example:n=1

Payoffs = U;gpUng)

(mb-g(1-m)a)  (-ea-C.)  (0,a)

Case 1maPC_, c>a
Case2maPC.,cY A
Case3ma<C,,cY A
Case 4ma<C_, c,>a , gPmb-]
Case bma< C_, c,>a , c<mb-]

{[}-ﬁ-{'?{.\'}

(0a)  (ene:) (0a-Cy)

outcome: (C,C)
outcome: (A,A),(C,A)
outcome: (D,A)

outcome: (C,C)

outcome: (D,A)
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Evaluations on a Real Data Se

Top 1000 most popular websites in June 2009
. based on the data of page viewsGompete.conj
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Non-cooperative Scenario

=
. 7

————————————————

Outcomes of the multi -stage

: Secured websites
game for the top 1000 websites

(secure ifma>C_)
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