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Puzzle: Where Do All the Attacks Go?

Observation: ~2 billion Internet users
Most ignore most security investments

Weak passwords, expired AV, passworelse, obvious secret
guestions,

Amazingly sophisticated attacks
LCD screen reflections, hash collisiorealtime MITM

Life goes on (Obla-di, Obla-da)
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New Threats Every Day

;@ "growing threat” - Google Search - Windows Internet Explorer | = | [B] ||
@ o & |..l http://www.google.com/#hl= _enl = | "?| X | |'.‘l "shrinking threat” 2 -

o7 Favorites | 5l @ Suggested Sites v @&

»

-'l "growing threat" - Google Search far - B v =] mm v Pagev Safetyv Tools~ 9'

W

Web History | Search settings | Sign in

-

Web |mages Video

G

*3 Everything

m

"growing threat"

About 523,000 results (0.21 seconds)

DAWN.COM | Pakistan | Punjabi TaliDage

= | ) piabi orong y
News gr ra country already hit hard by militant violence. ...

| More A /16-punjabi+taliban+a+growing+threat-hs-05 - Pakistan - 5 hours
f“t" ‘:““" U.S. says drugged driving growing threat | Reuters ]

ales Mar 9. 2010 ... VIENNA (Reuters) - Motorists und| @& "shrinking threat” - Google Search - Windows Internet Explorer | =B -'EE'-J
Past 24 hours growing threat on US roads, while the numberv
All results wanw.reuters.com/article/idUSTREG284W5201003 @v - |'.l hittp:/ e, google.com/#hl=enfirlz=1R25KPB_enlJS. =%22shrinking+threat%228aq=ft + |y | X '.‘l "shrinking threat"
Sites with images Reuters AlertNet - 'Punjabi Taliban A drq| v ravorites | 5 @& s

Mair 20 2040 Snnrra- Bantare (Far a Farthnow
3>

-"l "shrinking threat" - Google Search - Bl ~ =] @ v Page~ 3Safety = Tools~ 9'

VA,

Web History | Search settings | Sign in

-

Web |mages Videos Mag

m

"shrinking threat" Search

About 281 results (0.44 seconds)

*3 Everything
W Books

¥ More

Did you mean: "shrinking thread" Top 2 results shag

_ d Thread - CraftStvlish

Apr 3, 2008 ... My friend Gall started experimenting with this cool thread to embellish
a sweatshirt jacket she was working on.
v.craftstylish.com/.../quick-tip-of-the-y

ek-incredible-shrinking-thread -

*| Show search tools

Chizimi Shrinking Thread - Chizimi300

Chizimi Shrinking Thread. ... =Use two strands of the shrinking thread on the top in

combination with a Schmetz Double Eye Meedle (the shrinkage will be ...

i thesewingplace com/index asp?PageAction...ProdlD._. - Cached - Similar h

& Internet | Protected Mode: On fa v W100% -




Common Threat Model

Alice
Alice Is an internet user

Charles has evancreasing number of attacks
If Alice neglects any defense Charles wins

Attacks




New Threat Model: Scaleable Attacks

Carl: ScaleableAttacks
Sub-linear Cost Growth
CJ(2N) << 2QN)
E.g. spam, phishing, anything automated 4 Users

Cost




